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Piattaforma per la sicurezza informatica per il comparto 
turistico: dalla prospettiva nazionale all’azione reale. 
Focus sulle strutture ricettive

Ogni impresa operante nel mercato dovrebbe adottare delle misure preventive in termini di sicurezza informatica. Gli 
enti nazionali dei paesi più avanzati sono coscienti delle problematiche legate ai temi della sicurezza informatica e hanno 
VYLOXSSDWR�GHL�SURWRFROOL�WHFQLFL�H�OHJLVODWLYL�DO�ÀQH�GL�PLWLJDUH�O·LPSDWWR�H�OD�IUHTXHQ]D�GHJOL�DWWDFFKL�LQIRUPDWLFL��1R-
QRVWDQWH�WDOL�VIRU]L��L�ULVFKL�VRQR�DQFRUD�DOWL��4XHVWR�SHUFKp�OH�SLDWWDIRUPH�SURSRVWH�VRQR�VSHVVR�FRPSOHVVH�H�GL�GLIÀFLOH�
adozione per le imprese e per le organizzazioni di dimensioni minori. Una maggiore complessità si rileva nell’implemen-
tazione di buone pratiche di protezione e prevenzione F\EHU nel settore turistico. In particolare, si riscontrano problemi 
GL�SUHYHQ]LRQH�SHU�OH�VWUXWWXUH�ULFHWWLYH��FDUDWWHUL]]DWH�GD�ULWPL�ODYRUDWLYL�VWDJLRQDOL�HG�LQWHQVL�SLFFKL�GL�DWWLYLWj��4XHVWR�
articolo si propone di riprendere e riadattare la Piattaforma nazionale per la sicurezza informatica (Framework nazionale 
per la cyber security) alla stagionalità, tipica del comparto turistico italiano, con l’obiettivo di ridisegnare la cornice della 
WXWHOD�LQIRUPDWLFD��UHQGHQGROD�SL��HIÀFDFH�H�DWWXDELOH�QHOOD�PLFURLPSUHVD�LPSHJQDWD�QHOOH�ULFHWWLYLWj��DVVLFXUDQGR�PDJ-
gior competitività dei territori a forte vocazione turistica.

Cyber Security Framework for the Tourism Sector: From the National Perspective to the Real Action. Focus 
on Accommodation Facilities
Every company operating in the market should take preventive measures in terms of IT security. The national bodies of 
the most advanced countries are aware of the problems related to cyber security issues and they have developed technical 
and legislative protocols in order to mitigate the impact and frequency of cyber attacks. Despite these efforts, the risks 
DUH�VWLOO�KLJK��7KLV�LV�EHFDXVH�WKH�SURSRVHG�IUDPHZRUNV�DUH�RIWHQ�FRPSOH[�DQG�GLIÀFXOW�WR�DGRSW�IRU�FRPSDQLHV�DQG�VPDOOHU�
organizations. Greater complexity is noted as an obstacle in the implementation of good cyber protection and prevention 
practices in the tourism sector. In particular, there are problems of prevention for accommodation facilities, characterized 
E\�VHDVRQDO�ZRUNÁRZV�DQG�LQWHQVH�SHDNV�RI�DFWLYLW\��7KH�SDSHU�DLPV�WR�UHVXPH�DQG�UHDGMXVW�WKH�QDWLRQDO�IUDPHZRUN�IRU�
cyber security to the seasonality, typical of the Italian tourism sector, with the aim of redesigning the framework of IT 
protection, making it more effective and feasible in the micro-enterprise involved in receptivity, by ensuring a greater 
competitiveness of the territories with a strong touristic vocation.

Plateforme pour la sécurité informatique du secteur touristique: de la perspective nationale a l’action réelle. 
Focus sur les structures de réception
Toute entreprise opérant sur le marché devrait prendre des mesures préventives en matière de sécurité informatique. 
Les organismes nationaux des pays les plus avancés sont conscients des problèmes liés à la cyber sécurité et ont élaboré 
GHV�SURWRFROHV�WHFKQLTXHV�HW�OpJLVODWLIV�DÀQ�G·DWWpQXHU�O·LPSDFW�HW�OD�IUpTXHQFH�GHV�F\EHU�DWWDTXHV��0DOJUp�FHV�HIIRUWV��OHV�
ULVTXHV�UHVWHQW�pOHYpV��(Q�HIIHW��OHV�SODWHIRUPHV�SURSRVpHV�VRQW�VRXYHQW�FRPSOH[HV�HW�GLIÀFLOHV�j�DGRSWHU�SRXU�OHV�30(�HW�OHV�
TPE. Une plus grande complexité est un frein dans la mise en œuvre de bonnes pratiques de protection et de prévention 
de la cyber-protection dans le secteur du tourisme. En particulier, il existe des problèmes de prévention pour les établis-
VHPHQWV�G·KpEHUJHPHQW��FDUDFWpULVpV�SDU�GHV�ÁX[�GH�WUDYDLO�VDLVRQQLHUV�HW�GHV�SLFV�G·DFWLYLWp�LQWHQVHV��/H�GRFXPHQW�YLVH�j�
reprendre et à réajuster la plateforme nationale de cyber sécurité au caractère saisonnier, typique du secteur du tourisme 
LWDOLHQ��GDQV�OH�EXW�GH�OH�UHPRGHOHU��GH�OH�UHQGUH�SOXV�HIÀFDFH�HW�SOXV�UpDOLVDEOH�GDQV�OD�PLFURHQWUHSULVH�LPSOLTXpH�GDQV�OD�
réceptivité. Pour conclure, l’étude vise à augmenter la compétitivité des territoires à forte vocation touristique.

Parole chiave: sicurezza informatica, industria dell’ospitalità, piattaforma di F\EHU igiene

Keywords: cyber security, hospitality industry, cyber hygiene framework

Mots-clés: cyber sécurité, industrie hôtelière, plateforme de cyber hygiène
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1. Premessa

/D�UHWH�UDSSUHVHQWD�FHUWDPHQWH�LO�SL��LPSRUWDQWH�
PH]]R� GL� GLIIXVLRQH� GHO� IHQRPHQR� GHOOD� JORED-
OL]]D]LRQH� DO� TXDOH� DVVLVWLDPR� �6DQWRV�� ������ FR-
struendo geocyberspazi� �%DNLV� H�5RFKH�� ������ FKH�
VRQR� IRQGDPHQWDOL� SHU� YDOXWDUH� O·HPHUJHUH� GL�
IXQ]LRQL�VSD]LDOL�H�VRFLDOL��$OO·LQWHUQR�GL�TXHVWL�OD�
VLFXUH]]D� LQIRUPDWLFD� q�GLYHQWDWD�XQ� DUJRPHQWR�
FHQWUDOH� LQ� RJQL� FDPSR� GL� DWWLYLWj�� ,O� PDVVLYR�
XWLOL]]R�GHOOH�WHFQRORJLH�FRPXQLFDWLYH�KD�PRGLÀ-
FDWR� OH� JHRJUDÀH� GHOOH� DWWLYLWj� FRPPHUFLDOL� H�� LQ�
SDUWLFRODUH�� GHO� WXULVPR�� /·LPSRUWDQ]D� GHOOH� UHWL�
LQIRUPDWLFKH�H�FRPXQLFDWLYH�KD�VSLQWR�D�SHQVDUH�
alla necessità� GL� VYLOXSSDUH� QXRYL� FRQFHWWL� GL�
WXULVPR� VRVWHQLELOH� FRQ� O·DYYHQWR� H� OR� VYLOXSSR�
GL�,QWHUQHW�JLj�DJOL�DOERUL�GHO�web��,QNSHQ���������
&RQ� O·DXPHQWR� GL� TXHOOD� FKH� &DVWHOOV� FKLDPD�
VRFLHWj�GHOOD�UHWH��&DVWHOOV���������,QWHUQHW�KD�IDWWR�
DFTXLVLUH�DOOD�JHRJUDÀD�QXRYL�VLJQLÀFDWL��/·XVR�GL�
WHUPLQL� VSD]LDOL� FRQIHUPD� OD� «VSD]LDOL]]D]LRQH» 
GL� ,QWHUQHW� �.HOOHUPDQ�� ������� ,Q� HIIHWWL�� LO� cyber-
spazio�q�VWDWR�YLVWR�FRPH�XQD�PHWDIRUD�JHRJUDÀFD�
�*UDKDP��������LQ�FXL�LO�cyberspazio�VSHVVR�ULÁHWWH�
OR� VSD]LR�JHR�HFRQRPLFR� �:DUI��������� ,Q�TXHVWR�
VSD]LR� SRVVLDPR� WUDFFLDUH� FRQÀQL� OHJDWL� DOO·LQ-
ÁXHQ]D�HFRQRPLFD�R� LQIRUPDWLYD��(�DQFKH�VH�XQ�
SH]]R� GL� LQIRUPD]LRQH�� TXDQGR� q� YLUWXDOL]]DWR��
VL�PHWWH� IXRUL�GD�TXL� �hors-là��� VL� GH�WHUULWRULDOL]-
za (LpY\���������JUDQ�SDUWH�GHOO·DWWLYLWj�XPDQD�VX�
,QWHUQHW� DVVRPLJOLD� D� PRGHOOL� GL� DWWLYLWj� XPDQH�
QHOOR�VSD]LR�UHDOH��.HOOHUPDQ���������

/DYRUDUH� LQ� PDQLHUD� PXOWLGLVFLSOLQDUH� DOOR�
VYLOXSSR� GL� PRGHOOL� SHU� OD� SURWH]LRQH� GHOOH�
DWWLYLWj� YLUWXDOL]]DWH�� VHUYH� SHU� ULWUDFFLDUH� GHL�
FRQÀQL� FKH� QHO� F\EHUVSD]LR� VHPEUDQR� HVVHUH�
ÁXLGL� R� QHEXORVL�� 'DWD� O·LPSRUWDQ]D� VWUDWHJLFD�
GHOOD�PDWHULD��L�JRYHUQL��JOL�HQWL�SXEEOLFL�H�SULYDWL�
FHUFDQR�GL�FRQIRUPDUVL�DJOL�VWDQGDUG�XIÀFLDOL��FRQ�
OR�VFRSR�GL�SURWHJJHUH�OH�SURSULH�RUJDQL]]D]LRQL��
,Q�SDUWLFRODUH�� LQ�UHOD]LRQH�DL�SURFHVVL�GL�WUDVIRU-

PD]LRQH�GLJLWDOH� H� DOOD� FRQYLYHQ]D� WUD� LO�PRQGR�
UHDOH�H�TXHOOR�YLUWXDOH��/pY\��������&DUERQH���������
VL�ULOHYD�FKH�QHO�PHUFDWR�WXULVWLFR��FRQVLGHUDWR��VR-
SUDWWXWWR��QHOOD�VXD�GLPHQVLRQH�JHRJUDÀFD�GLJLWDOH�
�0HUFDWDQWL� H� 6DEDWR�� ������� O·LPSRUWDQ]D� GHOOD�
VLFXUH]]D� LQIRUPDWLFD� SRVVD� DYHUH� XQ� LPSDWWR�
DQFKH� VXOOD� VLFXUH]]D�QD]LRQDOH� �3DUDGLVR�� �������
SHUFKp�JOL�RVSLWL�YLDJJLDQR�FRQ�LO�SURSULR�EDJDJOLR�
GL�GDWL�SULYDWL�H�SURIHVVLRQDOL��3HUWDQWR��SURWHJJH-
UH�XQ�WXULVWD�VLJQLÀFD�WXWHODUH� LO�VXR�XQLYHUVR�LQ-
IRUPDWLYR�H�� DOOR� VWHVVR� WHPSR�� OD� UHSXWD]LRQH�GL�
XQ·LQWHUD� GHVWLQD]LRQH�� &RPH� q� VWDWR� GLPRVWUDWR�
GD�%DLOHWWL�H�DOWUL���������SDUWLUH�GDO�WHUULWRULR�SXz�
essere utile anche nel settore della sicurezza in-
IRUPDWLFD�� (IIHWWLYDPHQWH�� O·DSSURFFLR� glocal�� QHO�
TXDOH� O·D]LRQH� ORFDOH� LPSOLFD�GHJOL� HIIHWWL�JOREDOL��
SHUPHWWH� GL� IDUH� D]LRQL� UHDOL� D� OLYHOOR� WHUULWRULDOH�
SHU� SURGXUUH� EHQHÀFL� D� OLYHOOR� QD]LRQDOH�� ,QIDWWL��
FRQVDSHYROL�GHL�ULVFKL��L�JRYHUQL�GL�WXWWR�LO�PRQGR�
KDQQR� LVWLWXLWR� DSSRVLWH� DJHQ]LH� SHU� PLJOLRUDUH�
O·LJLHQH� LQIRUPDWLFD� GHOOH� RUJDQL]]D]LRQL� H� LQWUD-
SUHVR� FDPSDJQH� SHU� DXPHQWDUH� OD� FRQVDSHYR-
OH]]D�GHOOD� VLFXUH]]D� LQIRUPDWLFD�GHL� YLDJJLDWRUL��
7XWWDYLD��OH�GLUHWWLYH�QD]LRQDOL�VRQR�VSHVVR�WURSSR�
FRPSOHVVH�H�SRFR�JHVWLELOL�SHU�OH�SLFFROH�LPSUHVH��

8QD� FRPSOHVVLWj�PDJJLRUH�QHO� JRYHUQR�GHOOD�
tutela informatica si rileva nelle aziende turistiche 
GL�PRGHVWH�GLPHQVLRQL�� FDUDWWHUL]]DWH�GD� VWDJLR-
QDOLWj�H�LQWHUPLWWHQWL�JUDGL�GL�LQWHQVLWj�GHO�ODYRUR��
3URSULR�SHU�TXHVWR� LQ�DOFXQL�SDHVL��FRPH� O·,WDOLD��
GRSR� DYHU� FUHDWR� XQD� SLDWWDIRUPD� QD]LRQDOH�
dedicata alla cyber� VLFXUH]]D�� q� divenuta neces-
VDULD�XQD� VHPSOLÀFD]LRQH��$O�ÀQH�GL� DYHUH�GHOOH�
QRUPH�DWWXDWLYH�SL��UHDOLVWLFKH�H�RSHUDWLYD��q�VWDWD�
SXEEOLFDWD� XQD� OLVWD� VHPSOLÀFDWD� GL� ©&ontrolli 
Fondamentali» (Cyber essential controls�� FRQ� OR�
VFRSR�GL� IDFLOLWDUH� O·DSSOLFD]LRQH� GHOOD� 3LDWWDIRU-
PD�QD]LRQDOH�SHU�OD�VLFXUH]]D�LQIRUPDWLFD��Cyber 
aecurity framework�1�DOOH�SLFFROH�H�PHGLH�LPSUHVH. 
7XWWDYLD��QRL�ULWHQLDPR�FKH�VLD�QHFHVVDULR�DGRWWDUH�
XOWHULRUL�PLVXUH�SHU�DGHJXDUH�L�©&ontrolli Fonda-

Gavino Mariotti, Università di Sassari, Dipartimento di scienze umanistiche e sociali – mariotti@uniss.it
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mentali»�H�OD�3LDWWDIRUPD�QD]LRQDOH�SHU�OD�VLFXUH]]D�
LQIRUPDWLFD�DO�PHUFDWR�GHO�WXULVPR��%DVDQGRFL�VX�
XQ�DSSURFFLR�SURFHVVXDOH��OR�VWXGLR�TXL�FRQGRWWR�
SURSRQH�XQ·XOWHULRUH�ULGX]LRQH�GHOOH�FRPSOHVVLWj��
/R�VFRSR�GHO�SUHVHQWH�ODYRUR�q�TXHOOR�GL�FRQWULEX-
LUH�DOOD�SUHSDUD]LRQH�GHOOD�YHUWLFDOL]]D]LRQH�GHOOD�
SLDWWDIRUPD�QD]LRQDOH�SHU� DGDWWDUOD� DO� FRPSDUWR�
WXULVWLFR�� 1HOOR� VSHFLÀFR�� VL� WHQGH� D� ULPRGXODUH�
OD� 3LDWWDIRUPD� QD]LRQDOH� SHU� OD� VLFXUH]]D� LQIRU-
PDWLFD�D�IDYRUH�GHOOH�VWUXWWXUH�ULFHWWLYH�GL�SLFFROH�
GLPHQVLRQL� H� LQGLSHQGHQWL�� /·RELHWWLYR� ÀQDOH� q�
TXHOOR�GL�JDUDQWLUH�XQD�PLJOLRUH�HIÀFLHQ]D�RUJD-
QL]]DWLYD�GHOOH�GHVWLQD]LRQL�

/R� VWXGLR� SDUWH� GDOO·DQDOLVL� GL� FRQWHVWR� �OH�
VWUXWWXUH�ULFHWWLYH�ORFDOL��SHU�JLXQJHUH�DOOD�SURSRVWD�
di una «3LDWWDIRUPD� SHU� OD� VLFXUH]]D� LQIRUPD-
tica nel turismo»��1HJOL�XOWLPL� DQQL� VL� q� DVVLVWLWR�
DO� ÀRULUH� GL� GLUHWWLYH� H� SURFHGXUH� GHGLFDWH� DOOD�
«sicurezza informatica»��,Q�JHQHUDOH��TXHVWR�LQFUH-
PHQWR�GHL�FRQWUROOL�KD�JHQHUDWR�XQ�DIIDWLFDPHQWR�
QHJOL�XWHQWL��UHQGHQGROL�FRQWURSURGXFHQWL��TXRWH���
7DOL� HOHPHQWL� VRQR� SDUWLFRODUPHQWH� ULOHYDQWL� QHO�
VHWWRUH�WXULVWLFR��GRYH�L�ULWPL�H�L�FLFOL�GHOOH�DWWLYLWj�
VRQR�GLYHUVL� ULVSHWWR� DG� DOWUL� VHWWRUL�� 7XWWL� TXHVWL�
IDWWRUL�KDQQR�LVSLUDWR�XQ�TXHVLWR��SRVVLDPR�DYHUH�
XQ�DSSURFFLR�WHRULFR�SHU�OD�VLFXUH]]D�LQIRUPDWLFD��
FKH�VLD�FRQWHPSRUDQHDPHQWH�DSSOLFDELOH�SUDJPD-
ticamente al mercato turistico?

1HO� SUHVHQWH� ODYRUR� VL� WHQWD� GL�PRGLÀFDUH� LO�
SDUDGLJPD� GHOOD� cyber� SURWH]LRQH� �cyber shield��
LQWURGXFHQGR� XQ� DSSURFFLR� DO� SURFHVVR�� ,QÀQH��
VL� q� DSSOLFDWR� WDOH� DSSURFFLR� DO� FDVR� LWDOLDQR��
DUULYDQGR� D� SURSRUUH� XQD� «3LDWWDIRUPD� SHU� OD�
6LFXUH]]D�,QIRUPDWLFD�QHO�7XULVPR»�

2. La diffusione delle piattaforme dedicate alla 
sicurezza informatica

$O� ÀQH� GL� SUHYHQLUH� JOL� DWWDFFKL� YLD� web�� OD�
PDJJLRU� SDUWH� GHOOH� DJHQ]LH� GL� VLFXUH]]D� GHL�
SDHVL� DYDQ]DWL� KD� VYLOXSSDWR� H� GLIIXVR� VSHFL-
ÀFKH� WHFQLFKH� H� EXRQH� SUDWLFKH� SHU� JDUDQWLUH�
OD� VLFXUH]]D� LQIRUPDWLFD� GHOOH� LPSUHVH� H� GHOOH�
RUJDQL]]D]LRQL� QD]LRQDOL�� ,Q� (XURSD�� O·DJHQ]LD�
GHOO·8QLRQH� (XURSHD� SHU� OD� VLFXUH]]D� GHOOH� UHWL�
H� GHOO·LQIRUPD]LRQH� �(1,6$�� KD� VYLOXSSDWR� QHO�
2013 un sistema di cyber VLFXUH]]D�SHU�L�PHPEUL�
GHOO·8QLRQH��7UD�JOL�RELHWWLYL�SL��LPSRUWDQWL�GHO�
VLVWHPD�(1,6$�VL�HYLGHQ]LDQR��OD�ORWWD�FRQWUR�OD�
FULPLQDOLWj�LQIRUPDWLFD��O·HTXLOLEULR�WUD�VLFXUH]]D�
H�YLWD�SULYDWD��privacy��H� O·DXPHQWR�GHOOD�FRQVD-
SHYROH]]D�GHL�FLWWDGLQL�DWWUDYHUVR�OD�IRUPD]LRQH�

H� L� SURJUDPPL� HGXFDWLYL�� 6L� WUDWWD� GL� RELHWWLYL�
FRPXQL�SUHVHQWL�LQ�RJQL�SLDWWDIRUPD�GL�VLFXUH]]D�
LQIRUPDWLFD�

7XWWDYLD��YLVWD�O·LPSRUWDQ]D�VWUDWHJLFD�GHOO·DU-
JRPHQWR��GLYHUVL�SDHVL�KDQQR�GHFLVR�GL�DWWXDUH�L�
SURSUL� VLVWHPL� QD]LRQDOL� GL� VLFXUH]]D� LQIRUPDWL-
FD�� ,Q� )UDQFLD�� D� FDXVD� GHO� FUHVFHQWH� QXPHUR� GL�
DWWDFFKL�LQIRUPDWLFL�FRQWUR�JOL�LQWHUHVVL�QD]LRQDOL��
QHO� ����� LO� JRYHUQR� KD� ULFRQRVFLXWR� FRPH�
SULRULWj� VWUDWHJLFD� OD� QHFHVVLWj� GL� UDIIRU]DUH� OD�
cyber VLFXUH]]D� GHOOH� LQIUDVWUXWWXUH� SL�� HVSRVWH�
DJOL� DWWDFFKL� DWWUDYHUVR� OH� QRUPH� GHO� &ULWLFDO�
LQIUDVWUXFWXUHV� LQIRUPDWLRQ� SURWHFWLRQ� �&,,3���
1HO� ����� q� VWDWR� LVWLWXLWR� XQ� TXDGUR� QRUPDWLYR�
GHGLFDWR� DO� &,,3� H� FRQRVFLXWR� FRPH� OD� «OHJJH�
&,,3»2��1HO�5HJQR�8QLWR��LO�National cyber security 
center� �1&6&�� KD� VYLOXSSDWR� XQ� PHWRGR� VLVWH-
PDWLFR�GL�YDOXWD]LRQH�GHOOD�PLVXUD�LQ�FXL�XQ·RU-
JDQL]]D]LRQH� GRYUHEEH� JHVWLUH� DGHJXDWDPHQWH�
L� SURSUL� ULVFKL� GL� VLFXUH]]D� LQIRUPDWLFD�� 4XHVWR�
PHWRGR� GL� YDOXWD]LRQH�� DOWULPHQWL� QRWR� FRPH� LO�
Cyber assessment framework��&$)���KD�OR�VFRSR�GL�
DLXWDUH�O·LQGXVWULD�GHO�5HJQR�8QLWR��L�GLSDUWLPHQ-
WL�JRYHUQDWLYL��OH�LQIUDVWUXWWXUH�QD]LRQDOL�FULWLFKH�
H�OH�30,�SULYDWH�D�ULGXUUH�LO�ULVFKLR�GL�DWWDFFKL�LQ-
formatici3��1HJOL�6WDWL�8QLWL�� LO�1DWLRQDO�LQVWLWXWH�
RI� VWDQGDUGV� DQG� WHFKQRORJ\� �1,67�� KD� SXEEOL-
FDWR�QHO�IHEEUDLR������OD�SULPD�YHUVLRQH��DJJLRU-
QDWD�QHOO·DSULOH� ����� FRQ� OD�YHUVLRQH������GL�XQD�
SLDWWDIRUPD�SHU�PLJOLRUDUH� O·LQIUDVWUXWWXUD�GHOOD�
VLFXUH]]D�LQIRUPDWLFD��)UDPHZRUN�IRU�LPSURYLQJ�
FULWLFDO�LQIUDVWUXFWXUH�F\EHU�VHFXULW\�4�

,Q�,WDOLD��LO�FHQWUR�GL�ULFHUFD�&,6��&\EHU�LQWHOOL-
JHQFH�DQG� LQIRUPDWLRQ�VHFXULW\�UHVHDUFK�&HQWHU��
GHOO·8QLYHUVLWj� 6DSLHQ]D�GL�5RPD�KD� VYLOXSSDWR�
XQD�SLDWWDIRUPD�LVSLUDWD�D�TXHOOD�GHO�1,67�SHU�LO�
PLJOLRUDPHQWR� GHOOD� VLFXUH]]D� LQIRUPDWLFD� GHOOH�
SURSULH� LQIUDVWUXWWXUH�� /·RELHWWLYR� q� VWDWR� TXHOOR�
GL� WUDFFLDUH� XQR� VFKHPD� JHQHUDOH� SHU� FUHDUH� XQ�
OLQJXDJJLR�FRQGLYLVR�WUD�HVSHUWL�H�D]LHQGH��LQWUR-
GXFHQGR�� LQROWUH�� XQ� corpus di conoscenze sulla 
JHVWLRQH�GHO�ULVFKLR�SHU�FRPEDWWHUH�OH�PLQDFFH�LQ-
IRUPDWLFKH�H�ULGXUUH�OH�YLROD]LRQL�

/H� SLDWWDIRUPH� VRSUD� HOHQFDWH� UDSSUHVHQWDQR�
DOFXQL�HVHPSL�WUD�WXWWH�TXHOOH�HODERUDWH��LQ�DPELWR�
JRYHUQDWLYR�PRQGLDOH��SHU�OD�VLFXUH]]D�LQIRUPDWL-
FD��8Q�HOHQFR�FRPSOHWR�q�GLVSRQLELOH�QHOO·DUFKLYLR�
GHO�1DWLRQDO� VWUDWHJLHV� RI� LQWHUQDWLRQDO� WHOHFRP-
PXQLFDWLRQV�XQLRQ��,78�5��/·DWWLYLWj�GHL�YDUL�SDHVL�
mostra come la cyber�LJLHQH��H�LQ�JHQHUDOH�OD�FRQ-
VDSHYROH]]D�GHL�ULVFKL�LQIRUPDWLFL��VLDQR�GLYHQWDWL�
XQ�DUJRPHQWR�IRQGDQWH�GHOOH�SROLWLFKH�QD]LRQDOL��
1RQRVWDQWH� TXHVWR� VIRU]R�� OD� FRPSOHVVLWj� GL� WDOL�
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VLVWHPL�SXz�HVVHUH�FRQWURSURGXFHQWH��VRSUDWWXWWR�
SHU� OH� VWUXWWXUH�SL��SLFFROH�SUHSRVWH� DOO·RVSLWDOL-
Wj��,QIDWWL��OH�QRUPH�GL�cyber�VLFXUH]]D�VRQR�VSHVVR�
LQFDUGLQDWH�DOO·LQWHUQR�GL�SURWRFROOL�HVWUHPDPHQ-
WH�DUWLFRODWL�H�GL�GLIÀFLOH�LPSOHPHQWD]LRQH��,O�FKH�
LQGXFH�OH�SLFFROH�VWUXWWXUH�WXULVWLFKH�LQGLSHQGHQWL�
D�WUDVFXUDUH�DQFKH�OH�SL��HOHPHQWDUL�RSHUD]LRQL�GL�
cyber�LJLHQH��/D�IDWLFD�SXz�UHQGHUH�LQXWLOL�OH�SLDWWD-
IRUPH�GL�VLFXUH]]D�LQIRUPDWLFD��$�VHWWHPEUH�������
LO�1,67�KD�SXEEOLFDWR�XQR�VWXGLR�GDO�WLWROR�Affa-
ticamento da sicurezza (Security Fatigue���,O�ODYRUR�
GLPRVWUD� FKH� OD� PDJJLRU� SDUWH� GHJOL� XWHQWL�
DVVXPH�XQ�DWWHJJLDPHQWR�ULVFKLRVR�LQ�WHUPLQL�GL�
VLFXUH]]D�LQIRUPDWLFD��VLD�VXO�ODYRUR��VLD�QHOOD�YLWD�
SHUVRQDOH��TXDQGR�OH�QRUPH�VRQR�WURSSR�YLQFR-
ODQWL��,�ULFHUFDWRUL�6WDQWRQ��7KHRIDQRV��3UHWW\PDQ�
H�)XUPDQ��������KDQQR�VRVWHQXWR�FKH��DQFKH�VH�
QHO� SURWRFROOR� GHOO·LQWHUYLVWD� GD� ORUR� FRQGRWWD�
la fatica QRQ�q�PDL�PHQ]LRQDWD��SL��GHOOD�PHWj�
GHL� SDUWHFLSDQWL� KD� FLWDWR� LO� WHUPLQH� FRUUHODQ-
GROR�DOOD�VLFXUH]]D�� LQ�JHQHUDOH�L�VRJJHWWL� LQWHU-
vistati «KDQQR� HVSUHVVR� LO� VHQVR� GL� GLPLVVLRQL��
SHUGLWD�GL�FRQWUROOR�� IDWDOLVPR��PLQLPL]]D]LRQH�
del rischio ed elusione delle decisioni»��HOHPHQWL�
comuni di un meccanismo mentale noto come 
«affaticamento da sicurezza»�

/R�VWXGLR�KD�VRVWHQXWR�FKH�JOL�XWHQWL�SUHQGRQR�
GHFLVLRQL�VEDJOLDWH�LQ�PHULWR�DOOD�VLFXUH]]D�SHUFKp�
FL�VRQR�WURSSH�VFHOWH�GD�HIIHWWXDUH�H�VRQR�VWDQFKL�
GL�GRYHU� FRQWLQXDPHQWH� VRUYHJOLDUH� LO� SUREOHPD��
/·LPSRUWDQ]D� GHOOD� IDWLFD� VXOOH� GHFLVLRQL� q� VWDWD�
VRWWROLQHDWD� QHO� ����� GD� $PRV� 7YHUVN\� H� GDO�
SUHPLR�1REHO�SHU� O·HFRQRPLD�'DQLHO�.DKQHPDQ��
(VVHQ]LDOPHQWH�� L�GXH�VFLHQ]LDWL�KDQQR�DIIHUPDWR�
FKH� TXDQGR� OH� SHUVRQH� DVVXPRQR� GHFLVLRQL� H�
VL� WURYDQR� LQ� XQD� VLWXD]LRQH� GL� SURVWUD]LRQH��
ULFRUURQR�DOO·HXULVWLFD�H�VRQR�VRJJHWWH�DL�SUHJLXGL]L�
FRJQLWLYL��FKLDPDWL�DQFKH�biases �%DXPHLVWHU���������
'DJOL� DQQL� 6HWWDQWD� q� VWDWR� SXEEOLFDWR� XQ� JUDQ�
QXPHUR�GL�DUWLFROL�VXOO·LPSRUWDQ]D�GHOOD�IDWLFD�QHO�
SURFHVVR� GHFLVLRQDOH�� 7DOL� VWXGL� KDQQR� PRVWUDWR�
FRPH� OD� TXDOLWj� GHOOH� GHFLVLRQL� VLD� GLUHWWDPHQ-
WH�SURSRU]LRQDOH� DO�PRPHQWR� LQ� FXL� TXHVWH� VRQR�
SUHVH��GDOOD�FRPSOHWH]]D�GHOOH�LQIRUPD]LRQL�FKH�OH�
SHUVRQH�JHVWLVFRQR��GDL� OLPLWL�FRJQLWLYL�GHOOH� ORUR�
PHQWL��$FTXLVWL�H�*URVVNODJV������� H�GDO�OXRJR�GL�
ODYRUR�LQ�FXL�ODYRUDQR��)XUQHOO�H�7KRPVRQ��������

«1RQ� LPSRUWD� TXDQWR� VLDPR� LQWHOOLJHQWL� R�
ODERULRVL�� OD� QRVWUD� FDSDFLWj� GL� SUHQGHUH� EXRQH�
GHFLVLRQL�DOOD�ÀQH�VL�HVDXULVFH»��2WR����DSULOH������ 
H� FRQWHVWXDOPHQWH� DSSDUH� LUULOHYDQWH� OR� VWDWR� G·D-
YDQ]DPHQWR�GHOOD� WHFQRORJLD�� LQ�TXDQWR� O·DWWHJJLD-
PHQWR�� LO� FRPSRUWDPHQWR�� OD� FRQVDSHYROH]]D� GHL�

GLSHQGHQWL�JLRFKHUDQQR�VHPSUH�XQ�UXROR�VLJQLÀFD-
WLYR�QHOO·DLXWDUH�D�IDU�IURQWH�DOOH�VÀGH�GHOOD�VLFXUH]]D�
LQIRUPDWLFD�

7XWWDYLD�� LO� IDWWRUH�XPDQR�q�DQFRUD�XQD�GHOOH�
SULPH�FDXVH�GL�DWWDFFR��6HFRQGR�The Black Report 
������ 'HFRGLQJ� WKH� 0LQG� RI� +DFNHUV6�� O·���� GHL�
SLUDWL� LQIRUPDWLFL��hackers��GLFKLDUD�GL�DYHU�XVDWR�
O·LQJHJQHULD� VRFLDOH�SHU� UDFFRJOLHUH� LQIRUPD]LRQL�
VX�XQ�GHWHUPLQDWR�RELHWWLYR�

/·DIIDWLFDPHQWR�GD�VLFXUH]]D�DSSDUH�GXQTXH�
WUD�PDJJLRUL� ULVFKL�SHU� LO� EXRQ� IXQ]LRQDPHQWR�
GL�XQD�SLDWWDIRUPD�GL�VLFXUH]]D�LQIRUPDWLFD.�$O�
ÀQH�GL�ULGXUUH�WDOL�ULVFKL��ULVXOWD�SHUWDQWR�IRQGD-
PHQWDOH�H�VWUDWHJLFR�ULGXUUH�OD�FRPSOHVVLWj�GHOOH�
SLDWWDIRUPH�SURSRVWH�

3. Dai rischi della prospettiva nazionale all’azio-
ne reale: interazione di globale e locale

/R�VYLOXSSR�GHJOL�VSD]L�YLUWXDOL�H�GHOOH�PHWDIRUH�
del cyberspazio non hanno eliminato la dimen-
VLRQH�JHRJUDÀFD� WHUULWRULDOH��Qp�JOL�RUL]]RQWL� VHW-
WRULDOL�� OD� FRPSHQHWUD]LRQH� GL� JOREDOH� H� ORFDOH��
YLUWXDOH� H� UHDOH�� q� LQDUUHVWDELOH�� (G� q� HIIHWWLYD-
PHQWH�FRQ�TXHVWR�DSSURFFLR�JORFDOH�FKH�DEELDPR�
FRQFHSLWR�OD�3LDWWDIRUPD�GL�VLFXUH]]D�LQIRUPDWLFD�
SHU�LO�WXULVPR��6DSHQGR�FKH��%DLOHWWL�H�DOWUL��������
L�SURFHVVL�GL�«JORFDOL]]D]LRQH»�SRVVRQR�DYYHQLUH�
GDO�EDVVR�YHUVR�O·DOWR��JOREDOL]]D]LRQH�GHO�ORFDOH���
GDOO·DOWR�YHUVR�LO�EDVVR��ORFDOL]]D]LRQH�GHO�JOREDOH��
H�RUL]]RQWDOPHQWH��PLJUD]LRQH�GHO�ORFDOH�H�GLVVH-
PLQD]LRQH� GHO� JOREDOH��� DEELDPR� VYLOXSSDWR� OD�
QRVWUD�D]LRQH�QHO�VHJXHQWH�RUGLQH��JOREDOL]]D]LR-
QH�GHO�ORFDOH��LGHQWLÀFDQGR�L�SUREOHPL�GL�DSSOLFD-
]LRQH�GHOOH�QRUPH�OHJDWH�DOOD�VLFXUH]]D�LQIRUPDWL-
FD�JOREDOH�QHOO·RUL]]RQWH� WXULVWLFR� ORFDOH�� ORFDOL]-
]D]LRQH�GHO�JOREDOH��WUDVIRUPDQGR�OD�3LDWWDIRUPD�
QD]LRQDOH�SHU�OD�VLFXUH]]D�LQIRUPDWLFD�LQ�«3LDWWD-
IRUPD�SHU�OD�6LFXUH]]D�,QIRUPDWLFD�QHO�7XULVPRª�

1DWXUDOPHQWH��ULWHQLDPR�FKH�TXHVWR�DSSURFFLR�
SRVVD�SRUWDUH�QHO�IXWXUR�DOOH�DOWUH�D]LRQL�RUL]]RQ-
WDOL��PLJUD]LRQH�GHO�ORFDOH��DWWUDYHUVR�OD�GLIIXVLR-
QH� GHOOD� SLDWWDIRUPD� DG� DOWUL� WHUULWRUL�� GLVVHPL-
QD]LRQH� GHO� JOREDOH�� DWWUDYHUVR� D]LRQL� GL� gover-
nance nazionale che invitino il settore turistico 
DG� DGDWWDUH� XQD� 3LDWWDIRUPD� QD]LRQDOH� SHU� OD�
sicurezza informatica nel turismo�

/H� SLDWWDIRUPH� HODERUDWH� SHU� WXWHODUH� OD�
VLFXUH]]D�LQIRUPDWLFD�SRVVRQR�DLXWDUH�D�OLPLWDUH�L�
GDQQL��PD�XQR�VIRU]R�SHU�ULGXUUH�O·DIIDWLFDPHQWR�
OHJDWR�DOOD�VLFXUH]]D�LQIRUPDWLFD�SHUPHWWHUHEEH�GL�
UHQGHUH�SL��HIÀFDFL�L�SURWRFROOL�SURSRVWL��,Q�UHDOWj��
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FKH� L� VLVWHPL�QD]LRQDOL�SRVVDQR�HVVHUH� VWUXPHQWL�
WURSSR� FRPSOHVVL� SHU� OH� UHDOWj� SURGXWWLYH� SL��
SLFFROH��q�VWDWR�JLj�FRQVWDWDWR�LQ�GLYHUVL�SDHVL�

,Q� ,WDOLD�� DG� HVHPSLR�� GRSR� LO� ULODVFLR� GHOOD�
3LDWWDIRUPD�QD]LRQDOH�SHU�OD�VLFXUH]]D�LQIRUPDWL-
ca GD�SDUWH�GHOOD�&,6��LO�JRYHUQR�KD�LQWXLWR�OD�GLI-
ÀFROWj�FKH�OH�SLFFROH�H�PHGLH�LPSUHVH�DYHYDQR�DG�
DSSOLFDUOR��'L�IDWWR��LO�����GHOOH�D]LHQGH�LWDOLDQH�
VRQR� FRPSRVWH� GD� XQD�PHGLD� GL� ���� GLSHQGHQ-
WL� �$16$�������� H� FLz�KD� UHVR� LO�SURWRFROOR�&,6�
LQDSSOLFDELOH�SHU� OD�PDJJLRU�SDUWH�GHOO·LPSUHQ-
GLWRULD�QD]LRQDOH��3HU� WDOH�UDJLRQH� OR�VWHVVR�&,6�
QHO������KD�GHFLVR�GL� VYLOXSSDUH�XQ�PLFURVLVWH-
ma ridotto a 15 «&RQWUROOL� )RQGDPHQWDOL»� SHU�
OD� VLFXUH]]D� LQIRUPDWLFD� �%DOGRQL�� 0RQWDQDUL� H�
4XHU]RQL�� ������� DO� ÀQH�GL� FRQVHQWLUH� D� XQ� DP-
PLQLVWUDWRUH� GL� VLVWHPD�GL� XQD�SLFFROD� R�PHGLD�
LPSUHVD�� VHQ]D� XQD� VSHFLÀFD� FRQRVFHQ]D� GHOOD�
VLFXUH]]D� LQIRUPDWLFD�� GL� UDJJLXQJHUH� LO� OLYHOOR�
minimo di conformità alla cyber�VLFXUH]]D�

7XWWDYLD�� XQD� VHULH� GL� LQWHUYLVWH� TXDOLWDWL-
YH�FRQGRWWH�DO�ÀQH�GHOOD�SUHVHQWH� ULFHUFD� VX�XQ�
FDPSLRQH�GL�RSHUDWRUL�WXULVWLFL�GHO�QRUG�6DUGHJQD�
KD� PRVWUDWR� FRPH� TXHVWD� ULGX]LRQH� QRQ� VLD�
SHUFHSLWD� FRPH� DGDWWD� DOOD� SURSULD� VWUXWWXUD�
D]LHQGDOH��,Q�VSHFLDO�PRGR��JOL�RSHUDWRUL��JOL�LP-
SUHQGLWRUL�GHO�VHWWRUH�ULFHWWLYR��WLWRODUL�GL�SLFFROH�
VWUXWWXUH�SUHSRVWH� DOO·DFFRJOLHQ]D�QRQ� FROOHJDWH�
DG� D]LHQGH� PXOWLQD]LRQDOL�� KDQQR� ULVFRQWUD-
WR� HOHYDWH� GLIÀFROWj� GL� DWWXD]LRQH� GHO� VXGGHWWR�
SURWRFROOR�� ,O�SUREOHPD�HPHUVR� WUDPLWH� OH� LQWHU-
YLVWH�KD�SHUPHVVR�GL� RSHUDUH�XOWHULRUL� ULÁHVVLR-
QL�� O·LQGXVWULD� DOEHUJKLHUD� q� FDUDWWHUL]]DWD� GD�
SHULRGL�GL�DWWLYLWj�H�GL�FKLXVXUD�� ULWPDWL�GD�XQR�
R�SL��SLFFKL�ODYRUDWLYL� LQ�FXL�q�SRVVLELOH�ULFRQR-
VFHUH� GLYHUVL� JUDGL� GL� VWDJLRQDOLWj� �/R]DWR�*LR-
WDUW��������'HZDLOO\�H�)ODPHQW��������%HQFDUGLQR��
�������(VLVWRQR�D]LHQGH�WXULVWLFKH�SHU�OH�TXDOL� LO�
SHULRGR�GL� DSHUWXUD� DO�SXEEOLFR�SXz� FRUULVSRQ-
GHUH� FRQ� O·LQWHUR� DQQR� VRODUH�� HG� HVHUFL]L� SUHW-
WDPHQWH� HVWLYL�� FKH� ULPDQJRQR�DWWLYL� VROR�SRFKL�
PHVL��,Q�DPELWR�WXULVWLFR�OD�VWDJLRQDOLWj��%HQFDU-
GLQR�H�*UHFR��������3DQHOOD���������RVVLD� O·LQWHU-
YDOOR�GL�WHPSR�WUD�O·DSHUWXUD�H�OD�FKLXVXUD�GHOOD�
VWUXWWXUD�� UDSSUHVHQWD� O·HOHPHQWR� FHQWUDOH� VXO�
TXDOH� HODERUDUH� RJQL� VWUDWHJLD�� VLD� HVVD� ULIHULWD�
DOOD�YHQGLWD�GHO�SURGRWWR�R�DO�JRYHUQR�GHOO·D]LHQ-
GD��'DOODUL�H�*UDQGL���������6HFRQGR�%XWOHU�H�0DR�
��������FL�VRQR�TXDWWUR�GLYHUVL�PRGHOOL�GL�VWDJLR-
QDOLWj��a��VWDJLRQDOLWj�D�XQ�SLFFR��q�OD�SL��FRPXQH�
ed q�GHÀQLWD�GD�XQ�VLQJROR��FKLDUDPHQWH�LGHQWL-
ÀFDELOH�H� UHODWLYDPHQWH�ÀVVR��DUFR� WHPSRUDOH�GL�
PDVVLPD� HVSUHVVLRQH�GHOOD� GRPDQGD�� b�� VWDJLR-

QDOLWj� D�GXH�SLFFKL�� FDUDWWHUL]]DWD�GD�GXH� LQWHU-
YDOOL�GL�WHPSR��FKLDUDPHQWH�LGHQWLÀFDELOL�H�ÀVVL��
GL� HVSDQVLRQH� GHOOD� GRPDQGD�� c�� VWDJLRQDOLWj�
QRQ�GL�SLFFR��QHOOD�TXDOH�LO�trend della domanda 
rimane costante; d�� VWDJLRQDOLWj� GLQDPLFD�� FD-
UDWWHUL]]DWD�GD�XQR�R�SL��LQWHUYDOOL�WHPSRUDOL�GL�
SLFFR��FKH�WXWWDYLD�QRQ�VRQR�ÀVVL�

,�GLYHUVL�SHULRGL�GL�DWWLYLWj�H�WLSL�GL�VWDJLRQDOLWj�
SRVVRQR�FDXVDUH�LPSRUWDQWL�FDPELDPHQWL�QHOO·RUJD-
QL]]D]LRQH�JOREDOH�GHOOD�VWUXWWXUD�ULFHWWLYD��%HQFDU-
GLQR�H�*UHFR��RS�FLW����$G�HVHPSLR��VHFRQGR�(XURVWDW�
�������� JOL� DOEHUJKL� FRQ� XQD� VLQJROD� VWDJLRQDOLWj�
SRVVRQR�DYHUH�XQD�HOHYDWD�URWD]LRQH�GHL�GLSHQGHQ-
ti (turnover��H��FRQVHJXHQWHPHQWH��XQD�VLJQLÀFDWLYD�
SHUGLWD�GHO�SDWULPRQLR�GHOOH�FRQRVFHQ]H�LPSOLFLWH�

,QROWUH�� RJQL� VWDJLRQDOLWj� SUHYHGH� GLYHUVL�
JUDGL� GL� LQWHQVLWj� ODYRUDWLYD�� H� FLz� GHWHUPLQD� XQ�
GLIIHUHQWH� ULWPR� GL� RSHUDWLYLWj�� /D� FRQRVFHQ]D�
GHOO·LQWHQVLWj�FRQ�OD�TXDOH�LO�ODYRUR�GHYH�HVVHUH�DI-
IURQWDWR� JLRFD� XQ� UXROR� IRQGDPHQWDOH� QHO� SUHGH-
ÀQLUH� LO� FRPSRUWDPHQWR� GHL� GLSHQGHQWL� SUHVHQWL�
LQ� D]LHQGD�� Ë� HYLGHQWH� FKH� GLIIHUHQWL� VWDJLRQDOLWj 
�3DQHOOD��RS�FLW���H�SDUWLFRODUL�ULWPL�ODYRUDWLYL�LPSOL-
FKLQR�GLYHUVL�FRPSRUWDPHQWL�H�XQ�JUDGR�YDULDELOH�
GL� DWWHQ]LRQH�GD�SDUWH�GHL� ODYRUDWRUL�� 3HU� TXDQWR�
attiene la cyber� VLFXUH]]D� ELVRJQHUHEEH� ULGXUUH� OH�
DWWLYLWj� OHJDWH�DOOD�SURWH]LRQH�H�WXWHOD� LQIRUPDWLFD�
QHL�SHULRGL�SL��LQWHQVL�GHO�ODYRUR��H�ULPRGXODUH�OH�
VWHVVH�QHL�PHVL�GL�PLQRUH�WHQVLRQH��LQ�TXDQWR�HVLVWH�
LO�ULVFKLR�FKH�GXUDQWH�L�SHULRGL�GL�«SLFFR»��RJQL�GL-
SHQGHQWH�VL�VHQWD�VRYUDFFDULFDWR�GL�ODYRUR�H�SURYL�
DIIDWLFDPHQWR�� GLYHQWDQGR� PHQR� ]HODQWH� QHOO·DS-
SOLFD]LRQH�GHOOH�UHJROH�VXOOD�VLFXUH]]D�LQIRUPDWLFD��
/D�FRQGL]LRQH�YLVVXWD�GDOO·LQGLYLGXR�QHL�SHULRGL�GL�
PDJJLRU� FDULFR� ODYRUDWLYR� SURGXFH� XQD� WHQVLRQH��
FKH�VL�HVDVSHUD�TXDQGR�VL�LQWURGXFRQR��LQ�DJJLXQWD�
DOOH�PDQVLRQL�FODVVLFKH��FRPSLWL�OHJDWL�DOOD�JHVWLRQH�
GHOOD� VLFXUH]]D� LQIRUPDWLFD�� 6L� LQJHQHUD� LQ� TXHVWL�
FDVL�LO�JLj�FLWDWR�«affaticamento da sicurezza»��FKH�

)LJ�����3DHVL�HXURSHL�D�SLFFR�XQLFR
)RQWH� (XURVWDW������
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SURGXFH�XQ�HVDVSHUDQWH�ULÀXWR�DQFKH�GHOOH�SL��HOH-
PHQWDUL�QRUPH�GL�LJLHQH�LQIRUPDWLFD�

1HO� FDVR� VSHFLÀFR�� O·,WDOLD�� XQ� WHUULWRULR� D� IRUWH�
YRFD]LRQH� WXULVWLFD�� q� FRQVLGHUDWR� XQ� SDHVH� OD� FXL�
DWWLYLWj� WXULVWLFD�VL�FDUDWWHUL]]D�SHU�HOHYDWL�JUDGL�GL�
VWDJLRQDOLWj� �%HQFDUGLQR���������4XHVWD�q�XQD�FRQ-
GL]LRQH�FRPXQH�D�PROWL�WHUULWRUL�FRPH�0RQWHQHJUR��
&LSUR��'DQLPDUFD��&URD]LD��6YH]LD��*UHFLD��,VODQGD��
%XOJDULD�H�)UDQFLD��(XURVWDW���������ÀJ������SHUWDQWR�
L�VRJJHWWL�FKH�RSHUDQR�QHO�FRPSDUWR�VRQR�VRWWRSRVWL�
DG�DOWL�SLFFKL�GL�ODYRUR�LQWHQVR�

3DUWHQGR� GD� WDOH� FRQVLGHUD]LRQH�� SDUH�
RSSRUWXQR�DIIURQWDUH�LO�WHPD�GHOOD�cyber sicurezza 
DGDWWDQGR� OH� SLDWWDIRUPH� DOOH� UHDOWj� HFRQRPLFKH�
VSHFLÀFKH�� SLXWWRVWR� FKH� DOO·XQLYHUVR� D]LHQGDOH�
JHQHUDOH��$O�FRQWUDULR��OH�SLDWWDIRUPH�QD]LRQDOL�GL�
VLFXUH]]D�LQIRUPDWLFD�SUHVH�LQ�FRQVLGHUD]LRQH�GDOOR�
VWXGLR� TXL� FRQGRWWR�� VHPEUDQR� HVVHUH� SURJHWWDWH�
SHU� OH� JUDQGL� D]LHQGH�� VHQ]D� GLVWLQ]LRQL� GL� VRUWD��
,QROWUH��HVVH�VRQR�VWDWH�LPSOHPHQWDWH�SHU�ULVSRQGH-
UH�D�TXDOVLDVL�WLSR�GL�SUREOHPD�GL�VLFXUH]]D�LQIRU-
matica (dalla governance��DJOL�DUJRPHQWL�GL�QDWXUD�
VWUHWWDPHQWH� WHFQLFD�� H� SHU� WDOH� UDJLRQH� ULVXOWDQR�
WURSSR� FRPSOLFDWH� SHU� OH� SLFFROH� LPSUHVH�� QHOOH�
TXDOL�VSHVVR�PDQFD�XQD�ÀJXUD��FRQ�PDQVLRQL�VSHFL-
ÀFKH��GHGLFDWD�D�WDOH�WHPD��3HUWDQWR��VHEEHQH�LO�&,6�
DEELD�VHPSOLÀFDWR�OD�3LDWWDIRUPD�QD]LRQDOH�SHU�OD�
VLFXUH]]D�LQIRUPDWLFD��TXHVWD�FRQWLQXD�D�QRQ�FRQ-
VLGHUDUH� OH�SHFXOLDULWj�GL� FLDVFXQD� WLSRORJLD� ODYR-
UDWLYD��)LQDQFKH�OD�OLVWD�VHPSOLÀFDWD�GHL�«controlli 
fondamentali»� �FRPSRVWD� GD� VROL� ��� FRQWUROOL���
SRWUHEEH� ULYHODUVL� DQFRUD� WURSSR� FRPSOHVVD� SHU�
GHWHUPLQDWH�UHDOWj�LPSUHQGLWRULDOL�

8Q� SLDQR� VXOOD� VLFXUH]]D� LQIRUPDWLFD� q�
JHQHUDOPHQWH� FHQWUDWR� VXO� ULVFKLR� LQIRUPDWLFR� a 
FXL� VRQR� VRWWRSRVWH� DWWLYLWj� FRVWDQWL� QHO� WHPSR��
RVVLD� DWWLYH� WXWWR� O·DQQR� VHQ]D� SLFFKL� GL� ODYRUR��
/R� VWXGLR� TXL� SUHVHQWDWR� SURSRQH� XQR� VFKHPD�
VSHFLÀFR� FRQFHSLWR� WHQHQGR� FRQWR�GHOOH� HIIHWWLYH�
HVLJHQ]H� HVSUHVVH� GDOOH� VWUXWWXUH� DOEHUJKLHUH��
/·RELHWWLYR� q� TXHOOR� GL� DXPHQWDUH� O·LJLHQH� GHOOD�
VLFXUH]]D� LQIRUPDWLFD� VHQ]D� LQÁXHQ]DUH� OH� SUH-
VWD]LRQL�H�OD�TXDOLWj�GHO�VHUYL]LR�WXULVWLFR��3HU�UDJ-
JLXQJHUH�WDOH�RELHWWLYR��VL�q�FHUFDWR�GL�DUPRQL]]DUH�
OD�3LDWWDIRUPD�QD]LRQDOH�SHU�OD�VLFXUH]]D�LQIRUPD-
WLFD�� ULRUJDQL]]DQGROD� LQ� UHOD]LRQH�DOOD� VWDJLRQD-
OLWj�� ,Q�SUDWLFD�� LQYHFH�GL�XWLOL]]DUH�XQ�DSSURFFLR�
centrato sulla funzionalità della sicurezza infor-
PDWLFD��FL�VL�q�LVSLUDWL�DG�XQD�FRQFH]LRQH�LQFHQWUDWD�
VXO�SURFHVVR� �«SURFHVV�FHQWHUHG�GHVLJQ»��*UXKQ��
������ SHU�SURJHWWDUH�XQD�QXRYD�SLDWWDIRUPD�FKH�
WHQJD� FRQWR� GHOO·DQGDPHQWR� FLFOLFR� GHO� ODYRUR��
,Q� HIIHWWL�� q� QRWR� FKH� O·XWLOL]]R� GL� XQ� DSSURFFLR�

EDVDWR�VXO�SURFHVVR�q�XWLOH�SHU�ULGXUUH�DO�PLQLPR�
OR�VIRU]R�GL�FRQIRUPLWj��&LRPPHU������� a diversi 
VLVWHPL� GL� TXDOLWj�� /D� PDSSDWXUD� GHL� SURFHVVL�
q� XQR� VWUXPHQWR� IXQ]LRQDOH� DOOD� ULOHYD]LRQH�
GHOO·LPSRUWDQ]D� GHOOD� VWDJLRQDOLWj� QHO� PHUFDWR�
GHOO·RVSLWDOLWj�� (VVR� LQROWUH� DLXWD� D� FRPSUHQGHUH�
LQ� FKH�PDQLHUD� HYROYH� LO� ODYRUR� GHL� GLSHQGHQWL��
H� QHO� FDVR� VSHFLÀFR� KD�PRVWUDWR� FRPH� L� SHULRGL�
GL� ODYRUR� LQÁXHQ]DVVHUR� OD� FDSDFLWj�GL� SUHQGHUH�
GHFLVLRQL�H�GL�DSSOLFDUH��FRUUHWWDPHQWH��XQ�SURWR-
FROOR�GL�VLFXUH]]D��3RUUH� OD�VWDJLRQDOLWj�DO�FHQWUR�
GHO� UDJLRQDPHQWR�� SHUPHWWH� GL� ULRUJDQL]]DUH� LO�
sistema della sicurezza informatica in maniera 
VRVWHQLELOH�� JDUDQWHQGR� LO� UDJJLXQJLPHQWR� GL� XQ�
OLYHOOR�GL� WXWHOD�RWWLPDOH��D� IDYRUH�GHOO·D]LHQGD�H�
GHOOD�GHVWLQD]LRQH�WXULVWLFD�QHO�VXR�FRPSOHVVR�

4. Verso una piattaforma di sicurezza informati-
ca per il comparto turistico

,Q�WXWWL�L�SDHVL�HXURSHL�O·DJHQ]LD�QD]LRQDOH�SHU�OD�
sicurezza informatica ha fornito raccomandazioni 
SHU� LPSUHVH�� LQGXVWULH� H� DPPLQLVWUD]LRQL� �3LUHV��
������� ,Q� ,WDOLD�� FRPH� DFFHQQDWR� LQ� SUHFHGHQ]D��
O·D]LRQH� SULQFLSDOH� LQWUDSUHVD� LQ� WDOH� DPELWR� q�
VWDWD� LVSLUDWD� GDOOD� SLDWWDIRUPD� SHU� LO� PLJOLRUD-
mento delle infrastrutture critiche della sicurezza 
LQIRUPDWLFD�� VYLOXSSDWR� GDO� 1,677�� LO� 1DWLRQDO�
LQVWLWXWH� RI� VWDQGDUGV� DQG� WHFKQRORJ\� GHJOL�
86$�� 3HUWDQWR�� SHU� DGDWWDUVL� PHJOLR� DO� FRQWHVWR�
LWDOLDQR��LO�&,6�GHOO·8QLYHUVLWj�6DSLHQ]D�GL�5RPD��
KD�DGRWWDWR�GHOOH�PRGLÀFKH��FRQVLGHUDQGR�FKH�LQ�
,WDOLD��OD�QHWWD�PDJJLRUDQ]D�GHOOH�D]LHQGH�q�GL�GL-
PHQVLRQL�PHGLH��SLFFROH�H�PROWR�SLFFROH��&HODQW�H�
)HUUL��������H�JHQHUDOPHQWH��TXHVWH�UHDOWj�LPSUHQ-
GLWRULDOL�QRQ�SUHYHGRQR�DO�SURSULR� LQWHUQR�GHOOH�
risorse umane dedicate al settore della sicurezza 
LQIRUPDWLFD��4XHVWH�UDJLRQL�KDQQR�VSLQWR�LO�&,6�D�
UHDOL]]DUH�XQR�VWUXPHQWR�SL��HOHPHQWDUH�HG�HIÀ-
FLHQWH��FKH�FRQVWD�GL�VRODPHQWH����«controlli fon-
damentali»� SHU� OD� VLFXUH]]D� LQIRUPDWLFD�� 4XHVWL�
controlli SRVVRQR� HVVHUH� DGRWWDWL� H� LPSOHPHQWDWL�
GD�PHGLH��SLFFROH�R�PLFURLPSUHVH��SHU�ULGXUUH�OD�
vulnerabilità dei loro sistemi e aumentare la con-
VDSHYROH]]D�GHO�ULVFKLR�LQIRUPDWLFR�QHO�SHUVRQDOH��
DO�ÀQH�GL� IDU� IURQWH�DL� cyber� DWWDFFKL�SL�� FRPXQL 
�%DOGRQL��0RQWDQDUL�H�4XHU]RQL��������

6L�q�SUHFHGHQWHPHQWH�ULOHYDWR�FKH�WDOH�VHPSOL-
ÀFD]LRQH�SRWUHEEH�HVVHUH�XWLOH��PD�QRQ�VXIÀFLHQ-
WH�SHU�LO�VHWWRUH�DOEHUJKLHUR��6XOOD�EDVH�GL�TXDQWR�
DVVHULWR� H� WUDHQGR� LVSLUD]LRQH� GDOOD� SURJHWWD-
]LRQH� RULHQWDWD� DO� SURFHVVR�� LO� JUXSSR� GL� ULFHUFD�
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LPSHJQDWR� QHO� SUHVHQWH� VWXGLR� KD� ULHODERUDWR� OD�
3LDWWDIRUPD� QD]LRQDOH� SHU� OD� VLFXUH]]D� LQIRUPD-
WLFD�GHO�&,6�H�FRQWHVWXDOL]]DWR� OH� VXH����VRWWRFD-
WHJRULH�LQ�XQD�SLDWWDIRUPD VWDJLRQDOH��SL��DGDWWD�
DL�PRGHOOL�GL�SURFHVVR�GHOO·LQGXVWULD� DOEHUJKLHUD�
LWDOLDQD�� 3HU� FRPSOHWH]]D�� DQFKH� L� ��� «controlli 
fondamentali» di sicurezza informatica sono stati 
LQWHJUDWL� DOOD� QXRYD� SLDWWDIRUPD,� PRGLÀFDQGR�
OHJJHUPHQWH�OD�QXPHUD]LRQH�RULJLQDOH�

�����0HWRGRORJLD

,Q�XQD�SULPD�IDVH�GHOOD�ULFHUFD��DWWUDYHUVR�OH�LQWHU-
YLVWH�ULYROWH�D� UHVSRQVDELOL�GHO�VHWWRUH�DOEHUJKLH-
UR�GHO�QRUG�6DUGHJQD��q�VWDWR�SRVVLELOH�GHOLQHDUH�
il modello di base del ritmo che caratterizza il 
ODYRUR�VWDJLRQDOH�GHO�VHWWRUH��&RQWHVWXDOPHQWH�VL�
q�DVVRFLDWR�DG�RJQL�SHULRGR�GL�ODYRUR�XQ�GLIIHUHQ-
WH�JUDGR�GL�WHPSHVWLYLWj�HG�HIÀFLHQ]D�GHFLVLRQDOH�

3HU� TXDQWR� DWWLHQH� LO� ULWPR� GHO� ODYRUR�� VL� q�
ULOHYDWD� XQD� VWDJLRQDOLWj� GL� XQ� SLFFR�� FRPSRVWD�
GD� WUH� SHULRGL�� FDGHQ]DWL� FRPH� VHJXH� �ÀJ�� ���� a��
SHULRGR�SUHFHGHQWH��3UHFHGH�O·DSHUWXUD�VWDJLRQD-
OH�GHOOD�VWUXWWXUD�H�UDSSUHVHQWD�LO�PRPHQWR�LQ�FXL�
OD�GLUH]LRQH�SURJHWWD�H�SLDQLÀFD�O·DWWLYLWj�D�OLYHOOR�
JOREDOH�� LQ� TXHVWD� IDVH� OD� GLUH]LRQH� KD� LO� WHPSR�
di lavorare sulla governance; b�� SHULRGR�GL� EDVVD�
attivitj�� 7HPSRUDOPHQWH�� OD� IDVH� LPPHGLDWDPHQ-
WH� SUHFHGHQWH� DO� SLFFR�� q� LO�PRPHQWR� DGDWWR� SHU�
WHVWDUH� H� PLJOLRUDUH� O·HIÀFLHQ]D� GHO� SURFHVVR�� c��
SLFFR��,Q�TXHVWD�IDVH�GL�ODYRUR�LQWHQVR�L�GLSHQGHQ-
WL� GRYUHEEHUR� HVVHUH� SHUIHWWDPHQWH� IRUPDWL� H� OH�
comunicazioni interne sulla sicurezza informatica 
GHYRQR�GLYHQWDUH�ÁXLGH�

6WXGLDQGR�LO�WLSR�GL�IUHTXHQ]D�GHOOH�DWWLYLWj�OHJDWH�
DOOD�SLDWWDIRUPD�GHO�&,6��RJQL�QRUPD�q�VWDWD�UDSSRU-
tata ad un ritmo lavorativo e associata ad una delle 3 
IDVL�RSHUDWLYH�FKH�FRPSRQJRQR�LO�SLDQR�GL�VLFXUH]]D�
LQIRUPDWLFD� TXL� SURSRVWR�� a�� IDVH� ��� YHULÀFD� GHOOH�
SUHFRQGL]LRQL�� b�� IDVH� ���PDQXWHQ]LRQH� UHJRODUH� H�
analisi dei rischi; c��IDVH����HVLJHQ]H�JLRUQDOLHUH�

0HQWUH� O·DQDOLVL� GHOOH� SUHFRQGL]LRQL� FRVWLWXLVFH�
O·HOHPHQWR� VWDWLFR�� ULOHYDELOH� DO� PRPHQWR� «zero» 
�SHULRGR�SUHFHGHQWH�DOO·DSHUWXUD�VWDJLRQDOH���OH�DOWUH�
DWWLYLWj��FKH�FDUDWWHUL]]DQR�OH�IDVL���H����UDSSUHVHQ-
WDQR�LO�IDWWRUH�GLQDPLFR��H�VRQR�VXVFHWWLELOL�GL�YDULH�
ULPRGXOD]LRQL�LQ�UHOD]LRQH�DOO·LQWHQVLWj�ODYRUDWLYD�

3HU� WUDFFLDUH� XQ� SDUDOOHOR�� OD� VWUXWWXUD� GL�
DSSURFFLR�VWDJLRQDOH�q�FRPH�XQ·DQWLFD�IRUWH]]D�LQ�
FXL� OH� SUHFRQGL]LRQL� VWDJLRQDOL� VRQR� FRPH�PXUL��
SRQWL� OHYDWRL�� IRVVDWL� H� WRUUL� GL� DYYLVWDPHQWR�� OD�
PDQXWHQ]LRQH�UHJRODUH�H�O·DQDOLVL�GHL�ULVFKL�GHOOD�
IRUWH]]D�UDSSUHVHQWDQR�O·DWWLYLWj�VYROWD�GD�PDHVWUL�

DUWLJLDQL� H� VWUDWHJKL� PLOLWDUL�� OH� HVLJHQ]H� TXRWL-
GLDQH� SRWUHEEHUR� HVVHUH� DVVRFLDWH� DL� JXDUGLDQL��
&RPH� SHU� TXHVWL� XOWLPL�� DQFKH� SHU� L� GLSHQGHQWL�
GHYH�HVVHUH�FRVWDQWH�XQD�IRUPD�GL�YLJLOH�DWWHQ]LR-
QH�� VROOHFLWDWD� GDOOD� FRQVDSHYROH]]D� GHO� ULVFKLR��
/H� EDVL� SHU� OD� VLFXUH]]D� LQIRUPDWLFD�GRYUHEEHUR�
HVVHUH� SRVWH� DOO·LQL]LR� GL� XQ� SHULRGR�� DWWUDYHUVR�
SUHFRQGL]LRQL� VWDJLRQDOL�� SHU� SRL� YHULÀFDUH�� FRQ�
VLVWHPDWLFLWj�� FKH� OH� ULVRUVH� IXQ]LRQLQR� H� VLDQR�
DGDWWDWH�DL�QXRYL�ULVFKL��DWWUDYHUVR�OD�PDQXWHQ]LR-
QH�H�OH�DQDOLVL�SHULRGLFKH��,QÀQH��GRYUHEEH�HVVHUH�
VHPSUH�DWWLYD�XQD�IRUPD�GL�FRQVDSHYROH]]D�VXOOD�
sicurezza informatica riferita alle azioni che si 
FRPSLRQR� JLRUQDOPHQWH�� LQ� EDVH� DOOH� HVLJHQ]H�
TXRWLGLDQH�

4.2. Verticalizzazione del sistema nazionale

/H� UHJROH� GHOOD� 3LDWWDIRUPD� QD]LRQDOH� GHOOD�
sicurezza informatica e i 15 «controlli fondamen-
tali»�VRQR�VWDWL�GLVWULEXLWL�QHL�SHULRGL��RWWHQHQGR�
XQD� SLDWWDIRUPD� PXOWLOLYHOOR� DGDWWDWD� DOOH�
HVLJHQ]H� GHOOH� VWUXWWXUH� ULFHWWLYH� GL� SLFFROH� GL-
PHQVLRQL��ÀJ������,O�SLDQR�GL�VLFXUH]]D�LQIRUPDWLFD�
ULPRGXODWR�LQ�IXQ]LRQH�GHOOD�VWDJLRQDOLWj��ÀJ�����
SHUPHWWHUj�GL� OLPLWDUH�XQ� VRYUDIIDWLFDPHQWR�GHO�
SHUVRQDOH� GLSHQGHQWH�� JDUDQWHQGR� XQ� SL�� DOWR�
OLYHOOR�GL�LJLHQH�LQIRUPDWLFD�

5. Conclusioni

/D� VLFXUH]]D� LQIRUPDWLFD� q� FRQVLGHUDWD� XQD�
TXHVWLRQH�LPSRUWDQWH�LQ�TXDOVLDVL�RUJDQL]]D]LRQH��
PD�OD�GLVFXVVLRQH�WHQGH�D�QRQ�ROWUHSDVVDUH�LO�OLYHOOR�
WHFQLFR��VHQ]D�FRQVLGHUDUQH�DVSHWWL�IRQGDPHQWDOL��
TXDOL�OD�VRVWHQLELOLWj�GL�XQ·D]LRQH�GL�SUHYHQ]LRQH�
GD�SDUWH�GHOOH�SLFFROH�LPSUHVH�H�OR�stress LQJHQH-
UDWR� VXO� SHUVRQDOH� GLSHQGHQWH� GDOO·DSSOLFD]LRQH�

)LJ�����3HULRGL�GL�DWWLYLWj
)RQWH��HODERUD]LRQH�GHJOL�DXWRUL
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GL� SURWRFROOL� FRPSOHVVL�� *OL� DSSURFFL� FRPSRUWD-
PHQWDOL��DVVXQWL�LQ�ULIHULPHQWR�DO�SUREOHPD�GHOOD�
VLFXUH]]D�LQIRUPDWLFD�GDOOD�SURVSHWWLYD�GHOO·DWWHJ-
JLDPHQWR�VRJJHWWLYR�DO�SUREOHPD��VL�FRQFHQWUDQR�
SULQFLSDOPHQWH�VXO�FRPSRUWDPHQWR�LQGLYLGXDOH�
connesso alla modalità con cui ci si avvicina alla 
JHVWLRQH�GHOOH� LQIRUPD]LRQL�� LQ�PRGDOLWj� VLFXUD�
�$FTXLVWL� H� DOWUL�� ������� 7XWWDYLD�� VL� q� GLVFXVVR�
PROWR�SRFR� VX� FRPH� ULGXUUH� LO� FDULFR� FRJQLWLYR�
ULDGDWWDQGR� XQD� SLDWWDIRUPD� JHQHUDOH GL� SUH-
YHQ]LRQH� LQIRUPDWLFD�� D� XQ� VLVWHPD� RUJDQL]]D-
WLYR� GL�PRGHVWH� GLPHQVLRQL�� ,O� SUHVHQWH� ODYRUR�
KD� VRWWROLQHDWR� O·LPSRUWDQ]D� GL� ULPRGXODUH� LO�
SURWRFROOR�GL� VLFXUH]]D LQIRUPDWLFD� DO�SURFHVVR�
FKH�FDUDWWHUL]]D� LO�FRPSDUWR�WXULVWLFR��ULYROJHQ-
GR�O·DWWHQ]LRQH�DOOH�VWUXWWXUH�ULFHWWLYH�GL�SLFFROD�
GLPHQVLRQH��6L�ULWLHQH�FKH�DOWUHWWDQWR�YDGD�IDWWR�
SHU� DOWUH� LPSUHVH� FKH� RSHUDQR� QHL� YDUL� VHWWRUL�
HFRQRPLFL��DGDWWDQGR�LO�VLVWHPD�QD]LRQDOH�GHOOD�
VLFXUH]]D�LQIRUPDWLFD�DOOH�GLIIHUHQWL�WLSRORJLH�GL�
DWWLYLWj�HFRQRPLFKH�

/D� ULFHUFD� TXL� FRQGRWWD� KD� FHUFDWR� VROX]LRQL�
SUDWLFKH� SHU� ULGXUUH� LO� SHVR� ÀVLFR� H� FRJQLWLYR�
della cyber� SURWH]LRQH� VXO� VRJJHWWR� LQGLYLGXDOH��
FRQVLGHUDQGR� LO� FDULFR� ODYRUDWLYR� VWDJLRQDOH�� ,O�
JUXSSR�GL� ULFHUFD�KD� ULPRGXODWR� OD�3LDWWDIRUPD�
QD]LRQDOH� SHU� OD� VLFXUH]]D� LQIRUPDWLFD� H� L� VXRL 
«controlli fondamentali» al ritmo reale di una 
VWUXWWXUD� ULFHWWLYD� GL� SLFFROH� GLPHQVLRQL�� FRQ�
O·LQWHQWR� GL� FRQWUDVWDUH� «O·DIIDWLFDPHQWR� GD�
sicurezza»�� FRQVLGHUDWR� XQR� GHL� IDWWRUL� FKH� SL��
LQFLGRQR�VXOOD�FDSDFLWj�GL�SUHQGHUH�OD�GHFLVLRQH�
JLXVWD�DO�PRPHQWR�JLXVWR��7DOH�DSSURFFLR�SHUPHWWH�
di aumentare il livello di cyber� LJLHQH�D]LHQGDOH�
H�� LQ� JHQHUDOH�� GL� DVVLFXUDUH�PDJJLRUL� OLYHOOL� GL�
WXWHOD�D�IDYRUH�GHL�WHUULWRUL�D�YRFD]LRQH�WXULVWLFD��
8Q�HOHPHQWR�HVVHQ]LDOH�HPHUVR�GDOOR�VWXGLR�q�FKH�
il tema della sicurezza informatica debba essere 

DIIURQWDWR� FRQ� XQ� DSSURFFLR� PXOWLGLVFLSOLQDUH��
DO�ÀQH�GL�FRPELQDUH�SL��DVSHWWL��OD�governance��OD�
JHVWLRQH�G·LPSUHVD�� OH� FRPSHWHQ]H� WHFQLFKH�� JOL�
DVSHWWL� FRPSRUWDPHQWDOL� H� GHFLVLRQDOL�� 6ROR� XQ�
DSSURFFLR�ROLVWLFR��H� O·DGHJXDPHQWR�GHO� VLVWHPD�
DOOH� YDULH� UHDOWj� GLPHQVLRQDOL� GHOO·LPSUHVD��
JDUDQWLVFRQR� LO� UDJJLXQJLPHQWR� GL� XQ� RWWLPDOH�
VWDQGDUG�GL�VLFXUH]]D�
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